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Compromised SolarWinds Orion Command-and-control (C&C)
software opens a backdoor for established for remote access
threat actors
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Threat actors move Persistence setup for Data is exfiltrated
laterally to conduct follow-on attacks or other campaign
sophisticated attacks to activities are executed

reach high-value targets
and other resources
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e W ana Deoryplile 2.0

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important [les are encrypted
Many of your documents, photos, videos, databases and other fles are no longer
awccessible because they have been encrypted Maybe you are bury looking for away to
wcover your fles, but do not waste your time. Nobody can reccrver your files without
M our decrypt lon service.

Can | Recover My Files? I
IS are. We gaarantes that you canrecover all your files safely and easily. But you have
not $0 encugh time.
You can decrypt some of yrour flles for free. Try'now by clicking <Decrypt>
Eut if you want to decrypt all your files, you need to pay.
BN ou ondy have 3 days to submit the payment. After that the price will be doabled
Also, if you dorn't pay in 7 duys, you won't be able to recover your fles forever

e will have fres events for users who are s0 poor that they couldn't pay in & months.

How Do I Pay?

Payrmant iz accepted in Bitcoin ondy. For mare information, cick <About bitcoins.
Fleaze check the carment price of Eitcoin and buy some bitcoing. For more information,

send the correct amount to the address specified in this window
After your payment, click <Check Payment>, Best time to check: %:00am - 11:00xm

$ address
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2. Yahoo (2014)
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raheoo.com (Full pri

Hidden Cont

Post on the dark web forum (Source: Dark web intelligence)
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w30 ransomware wigvenanuiiuauiiventie vihluveyagyme gnien wieinanudemsesiwmeiiies &9
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AOL Message

Dear User,
1Our record indicates that you recently made a request to shutdown your email. And this request will be processed shortly,
If this request was made accidentally and you have no knewledge of it. you ane advised to cancel the request naw

Cancel De-activation

However, if you do not cancel this request,your account will be shutdown shortly
and all your emall data will be lost permanently.

Regards.

Email Administrator

Thia mexiage bt ssto-generated from [-mard security perves, and repies sent 1o 1his emall can gt be delvered.
Thid eenail is MEant for: ooy wer

ANINAN - www.mailjet.com
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ILOVEYOU... virus!? e

On May 2000, ILOVEYQOU
meant losing your files, not
finding romance. e

i celected |

The ILOVEYOU virus spread
faster than Cupid's arrow
and caused billions in
damage—breaking

- | rem barok -leveletter(vhe) <i. hate go to school>

T A =2 by: spyder. / dispyvder@mail.com J computers, not hearts. j
| A A L o R ——
il M #AUTOMATON =
| On Error Resume Hext
- fso.divsysten.divmin, dirtenn.ed.chr. Ml xbacapy. e
i AEE - v

AIWIN : https://www.bbc.co.uk

uay Association for Computing_ Machinery - UP Diliman Student Chapter, Inc.

210 AOL g ILOVEYOU
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U.S. Immigration and Customs Enforcement
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National Cyber Investigative Joint Task Force

How can a task force like the NCIUTF help me fight Cybercrime?

FBI Cyber Division?

Cybersecurity and Infrastructure Security Agency (CISA)

Computer Crime and Intellectual Property Section (CCIPS)

Combatting Cybercrime

International Criminal Police Organization
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2024 CRIME TYPES

BY COMPLAINT COUNT

Crime Type Complaints Crime Type Complaints

Phishing/Spoofing 193,407 Harassment/Stalking 11,872
Extortion 86,415 Real Estate 9,359
Personal Data Breach 64,882 Advanced Fee 7,097
:::::f::':” 49,572  Crimes Against Children 4,472
Investment 47,919 :‘:;::::::'p'" g 3,690
Tech Support 36,002 Data Braasch 3,204

Business Email

= 21,442 Ransomware 3,156
Compromise
Identity Theft 21.403 Owverpayment 2,705
IPR*/Copyright and
044 1.
Employment 20,0 Counbarfalt 583
Confidence/Romance 17.910 Threats of Vielence 1,360
G nt
AT 17,367  SIMSwap 382
Impersonation
Credit Card/Check Fraud 12,876 Botnet 587
Other 12,318 Malware 441

Descriptor**
Cryptocurrency 149,688

*IPR: Intellectual Property Rights

** This descriptor relates to the medium of tool used to facilitate the crime and used by IC3 for tracking purposes only. It
is available as a descriptor only after a crime type has been selected.

Please see Appendax C for more information regarding IC3 data,

fiun: A Roadmap to Strengthen US Cyber Enforcement: Where Do We Go From Here?
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2024 CRIME TYPES continued

BY COMPLAINT LOSS

Crime Type Crime Type

Investment $6.570,639,864 Extortion £143,185,736
Business Email Compromise $2,770,151,146 :':h“.":t"::::'““""’ $102,212,250
Tech Support $1.464,755,976 Advanced Fee $102,074.512
Personal Data Breach £1.453,296,303 Phishing/Spoofing 470,013,036
Non-Payment/Non-Delivery £785,436,888 SIM Swap $25,983,946
Confidence/Romance £672,009,052 Overpaymant £21,452,51
Government Impersonation $405,624,084 Ransomware * $12,473,156
Data Breach $364,855.818 Harassment/Stalking $10,611,223
Other $280,278,325 Botnet $8,860,202
Employment $264,223,271 :;":ﬁf:::‘" —— $8,715,512
Credit Card/Check Fraud $199,889,841 Threats of Violence $1,842,186
Identity Theft £174,354,745 Malware $1,365,945
Real Estate $173,586,820 Crimes Against Children £519.424

Cryptocurrency $9,322.335.911

* Regarding ransomware ndjusted losses, this number doos not include estimates of lost business, time, wages, files,
of equipment, ar amy thind-party remediation senices acquired by an entity. In some cases, entities do not report amy
loss amount te FBI, thareby creating an artificially low overall ransemware Loss rate. Lastly, the number only
represents what entities report to FBl via IC3 and does not account for the entity directly reporting to FBI field
officon/agents

** This descriptor relates to the medium or tool used to facilitate the crime and is used by IC3 for tracking purposes
only. It is avadable as a descniptor only after a crsme type has been selected.

Please see Appendix C for mode information regarding IC3 data.
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CYBER-ENABLED FRAUD

Cyber-enabled fraud includes complaints where criminals use the Internet or other technology to
commit fraudulent activities, often involving the theft of money, data, or identity, or the creation of
counterfeit goods or services. Cyber-enabled fraud is responsible for almost 83% of all losses
reported to IC3 in 2024,

CYBER-ENAB FRAUD in 2024

333,981 $13.7 Billion 38% of 2024

83% of 2024

Losses

Complaints Losses Complaints

& Complaint Count $7.,000,000,000
$6.000,000,000
$5,000,000,000
$4,000,000,000

$3.000,000,000

$2,000,000,00

I & I $1,000,000,00
. 2 * = 30
3

0
0

TRENDS

Call Center Scams Emergency Scams
53,369 complaints; $1.9 billion in losses 357 complaints; $2.7 million in losses
FBI Warns of Scammers Impersonating FBI Warns of Scammers Targeting Senior
Cryptocurrency Exchanges Citizens in Grandparent Scams...
Increase in Tech Support Scams Targating Telephone Scam Alleging a Relative isina
Older Adults and Directing Victims to Send Financial or Legal Crisis
Cash...
Toll Scams Gold Courier Scams
59,271 complaints; $129,624 in losses 525 complaints; $219 million in losses
Smishing Scam Regarding Debt for Road Toll Scammers Use Couners to Retrieve Cash and
Services Precious Metals.

"Accessbility description: Chart describes totals for crieme types penerally considered to be cyber-enabled fraud: 333,981
complairts: §13.7 billion in losses; 38% of 2024 complaints received; B3% of 2024 lossos. * Please see Appondix C for mare
information regarding IC3 data.

¥ Accessibility description: Chart describes counts and losses for crime types generally considered to be cyber-enabled
fraud.
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Annual share of organizations affected by ransomware attacks worldwide from
2018 to 2025
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https://www.statista.com/statistics/204457/businesses-ransomware-attack-rate/
https://www.statista.com/statistics/204457/businesses-ransomware-attack-rate/
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OPERATION LEVEL UP

FBI INTERNET CRIME REPORT 2024

INTERNET CRIME COMPLAINT CENTER
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http://www.warzone.ws/
https://www.fbi.gov/how-we-can-help-you/victim-services/national-crimes-and-victim-resources/operation-level-up
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.ic3.gov/
https://www.ic3.gov/
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CHAIRMAN OF PRINCE GROUP INDICTED FOR OPERATING CAMBODIAN FORCED LABOR

SCAM COMPOUNDS ENGAGED IN CRYPTOCURRENCY FRAUD SCHEMES
HTTPS//WWW.BBC.COM
https//www.bbc.com/thai/articles/c77z6mpdk860

https://www.bbc.com/thai/articles/cr7OvOnvkaxo
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