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Major tech companies call for defensive surge to defeat Al-driven hacks, https://www.reuters.com/legal/litigation/major-tech-

companies-call-defensive-surge-defeat-ai-driven-hacks-2026-08-27/

A call for collective action on cyber defense, https://openai.com/collective-cyberdefense/

Collective Cyber Defense: Why Prophet Security Signed OpenAl's Open Letter, https://www.prophetsecurity.ai/blog/collective-

cyber-defense
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What are Al agents?, https://www.ibm.com/think/topics/ai-agents

Strengthening Al Agent Hijacking Evaluations, https://www.nist.gov/news-

events/news/2025/01/technical-blog-strengthening-ai-agent-hijacking-evaluations
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How one hacker used Al agents and a few thousand dollars to break into scores of sites,

https://www.reuters.com/legal/government/how-one-hacker-used-ai-agents-few-thousand-dollars-break-into-scores-sites-2026-10-

19/

2QuUdNg 1 QanAu 2569


https://www.reuters.com/legal/government/how-one-hacker-used-ai-agents-few-thousand-dollars-break-into-scores-sites-2026-10-19/
https://www.reuters.com/legal/government/how-one-hacker-used-ai-agents-few-thousand-dollars-break-into-scores-sites-2026-10-19/

NIST, NSA ua: CISA
LNYUWSLLUDNIVIOSYUWSDULLAISUIJD

U

an1dunasgiukazsialulaguneeid dedansensiamnalseaniyy (National Institute

of Standards and Technology: NIST), @1nN9MUAUIUAILKITIRA FIAANTZNTINAINUY

Y

an3gn (National Security Agency: NSA) uwazdtingiusnwianuuasadenisloiuasias

U U U

Imqa;ﬂq*ﬁugm qn@mzmmmmﬁumLmeaQﬁaw 5 (Cybersecurity and
Infrastructure Security Agency: CISA) LN&JLLW%LLmUﬁﬁaﬁme 10 98 dwSuniseIenAIL
wéyauLLazmimauauawiameﬁajizwmmﬁﬁﬂLLazmiUizLﬁu Al %guqﬂ Imguﬁu
d01unsaiil Al Agent Gi’ﬂLﬁumiﬁﬂﬁml@alaiiéj%’uampW%wﬁm?{mmmmiﬁﬁmu@liﬁa

TnuywedipsaunsanivaunIsiauvesszuula

'
va o

WU iRfnanuUsnssuIunsiuiieeanidu 5 szey laun nswIsuaumsen (Prepare)
N13997393U (Detect) n1smauauay (Respond) mifﬁuﬁdszw (Recover) Hagn1391891U
(Report) wsaunamdwnnInsne q wu msdafusuiinnshaouiidediols nsfiam
PTNEBY  NIIAATEULINTDIMANITAILAEATINANLI TN TVEAN T ITRsTEULTTlaTy

wanseny  tenastidusuimaleeadasle lulyvedsdunengumneiimvualunasansdsly

F 2
va o U

Al pesfiunsauwnuiienun  veulananvedenalsfinlaginisinuarn1susyiiiu

Y

Al duas nisihuanmsiuussgnalyduuiundy wuy uningrdevsenasdjUiniside 3

Wunisiansanvewmazanitu dlaveivunluuvesisuianans

- o ) -_—
. | £ . '

'q ] | - 10v8 e A

v—
- .
-, e i L
tices foriheident Readineis and Response in Super Intelligence Training and FyRtuaiién, ] . y
https.//www.nist.gov/newssevents/news/2026 10/key_-practices:in_ 't—readineés‘n—re.sponse—super—inlli-ge'nce—train' g
g . . 5 *
- — ‘ 3 Fe/2 A

" "N\ v

A

aanAl 2569
vy
— L A



https://www.nist.gov/news-events/news/2026/10/key-practices-incident-readiness-and-response-super-intelligence-training

| |
[ =1

naylanisvaasavlkd PHP2Shell

Kav Al ¥oaAUWUDQdDUAIAEY

U

FUIAKAZUIENANG 9 Tlanmausanlvgeslminiuaiulasndeiaunulagoify Al

=

Tu PHP Fadunwrlusunsuilewauidvlsnuszuia 70% vialan waan1sidaueyelniea

AN Aulganazusnisesulauurunelasziunisluusnistias e s iun1sAIUANL

Y Y v
v U

Uaease Wi fuaw 70% avneudnaiunislusiy PHP Tulawaneaiuandulsammualy
naudanangnlanfvielafunansenuuar Tuvasiideudl 21 gaiaufinum NSA, CISA
LLazﬁwﬁﬂmummﬂaamﬁami%LU@%LLmawqukﬂ (European Union Agency for
Cybersecurity: ENISA) aseandieulvesansiily PHP 1siiasssuinnanutasnde tile
unloredlmiszduings 2 518113 SuSenTauiuin PHP2Shell %aﬂwiméwﬁawﬁﬂﬁ;ﬁwa
Sonlelananszerlnalaglunossnunistuduinu Tasfutinddeain OpenAl UswrRaL
welulad Al Wiz Us¥maupnudasadeuunaninluaie Google uay Calif U3tmauAIL
funsaenduloives fausulunsaunusasunluresmdenan mm{fa;ﬂamaq Wiz 9n0ey
méwﬁjszj'auagﬂuiéjmﬁum PHP snununmeasse uwinsunlalaufneerfeduneudidueou
unuAudaauasaitnidenyvdrsduiunslaluma §a TniteTah Al wmeUi
wadanislausslesianveding (vulnerabilities) w5ei3enan exploits wA¥IATIZANAENS

adu A

Mlnaiunsafneianuidssiasiaunissuilalasiasi89vu

2QuUdNg 13 QanAu 2569



PHP2Shell 1un1sdanisnuisauinvesssuukazeiavnlvglaufiunfweyainas

o U

wideeglumuisaud Feenasauieveyadifny wu sWaktu uenaind frerathlugnaden
Tolananszeglna mssumunstvuinisuaznisdameveyayly osnslsfinm nslaudln
difadmasordodoulimaunaiavatsusznts lulamunsauduleannunsiily PHP az
gnigszuulace @9 PHP Foundation laiweunsnssuianauaonsds (Patching) il
unlazedlm  wiendonsadlugauaivlsmssdadsdunndnan  susfoat  Usesiuan
mfiuimsves Cloudflare amernuunanilosa X 21 1A30189830TENATIINUAI
neelavedmdnanvaiaiunds vl Susuerumenealauilumusuaueded
awmwaamnzazuuiﬁﬁﬁﬁa 5ﬁu Nigel Green ﬂﬁzﬁﬂtﬂ%ﬁ%ﬁﬁﬁﬂ%%ﬂiﬂaq deVere Group U3&
fusnvmanisdu Weunnislaau PHP eensunsvatsenavihlnaudssnseuaquuinis
poulaunannuateyszianiiisvesiunistissdy 1wy wnannlesuaesuinis aandevs

AuAoaulan USN1TaTATANITN  STUUINNUIEUAS LoUNALATUIRAIAUALALNDSNAUSNS

d! ! (Y] 3 ¥ v} o a i d' ¥ a o = (Y] !
a1915yUlne aunsimienadaivveyatnstiseuhilussuunlumelulagdnuwasifiiu e

1 4
=

VRFUNRUALNOUAINLALIND1ALANTY 1ﬂfami§ué’mw‘%msmmugﬂiﬁmaw%ﬁmaga%”gim

bbe1d

x
nu":

Websites shut down globally after Al finds cybersecurity flaw affecting 70% of the internet, https://kvia.com/news/business-

technology/cnn-business-consumer/2026/10/21/ai-helped-find-a-critical-security-flaw-affecting-70-of-the-internet/

NSA Advisory: Critical Patches Recommended for PHP Vulnerabilities, mps://vvwwAnsa.gov/Press Room/Press-Releases-

Statements/Press—ReLease—Vievv/Article/4630238/nsa—advisorv—critical—patches—recommende rme O\ elnerabititteg
Critical Vulnerabilities in PHP Require Immediate Patching, h_ttps://vavv‘cisa‘gov/newsfever 026/10/21/c
vulnerabilities-php-require-immediate-patching :'
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https://openai.com/collective-cyberdefense/
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A call for collective action on cyber defense, https://openai.com/collective-cyberdefense/

Ransomware & Healthcare, https://www.hhs.gov/sites/default/files/ransomware-healthcare.pdf

Health Industry Cybersecurity Practices, https://hhscyber.hhs.gov/cornerstone-hicp.html

News and Alerts, https://www.isac.bio/news
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